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’ePassZOO3/ HYP2003 CSP v2.0 Unlock Process

System Requirement
*  Windows 10 System

* Active Internet connection
* Access to email ID present into the Digital Signature Certificate

¢  Token having CSP v2.0 (For CSP v1.0 consult with DSC Provider)

Please download the Remote Unlock Client from link below:

https://taxpro.co.in/DSC/TokenDrivers/RemoteUnlockClient.zip

Make sure the latest ePass2003 Drivers are installed in your system. ePass Remote Unlock Client works only
on 180929 and above driver versions.

If your system is having earlier driver version installed, then first update it by clicking on Update button as
shown in image below or uninstall old driver and Download and install from Website
https://taxpro.co.in/hyp2003-drivers/

M Entersafe PKI Manager - ePass2003 - 180929
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Field Value —_—
Token Name ePass2003 ﬁi}
Manufacuerer Feitian Technologies Co., Ltd
Model ePass2003 Analysis Tool
Serial Number 20CF3B0F000ES8033
Total Memory 63488

Free Memory 48128
<

Extract the downloaded Remote Unlock Client.

Now, open the RemoteUnlockClient.exe dialog Box showing as below.
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4; ePass Remote Unlock Client

~Step 1: Insert ePass Token and generate Challenge Code -

Generate Challenge Code

~Step2: Input Response Code

Unlock I

Reply Code |

Quit I

Connect the Token which you want to Unlock and Click on Generate Challenge Code button.
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&l ePass Remote Unlock Client

~Step 1: Insert ePass Token and generate Challenge Code -

20D0062680028015

Generate Challenge Code

~Step2: Input Response Code

Unlock

jcCert Transmit Success

Reply Code

Quit |

X

If you get Reply Code SNj¢Cert Transmit Success, please check the email ID which is given in the DSC present
in the token for Activation/Response Code. (Please refer to the last page of this document to know how to

get/see email ID of DSC from blocked token.)

Activation/Response code is sent from email ID tokenUnlock@charteredinfo.com

RemoteUnlockClient

| Unlock success!

X

Enter the Received Activation code in the text box present in Input Response Code and Click on Unlock

Button.
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Input User PIN X

Input User PIN: |

Confirm User PIN: ,

Cancel

o
S

Enter the new Password which you Required and Confirm it.
Password should be 8-digit alphanumeric characters.

After successful Unlock you will get the message Unlock success!
How to get/see the email ID of DSC from blocked token.

For Identify the Registered email ID from the blocked token, please Plug-in token to USB Port. Press

Windows key + R and enter the command inetcpl.cpl and click on OK Button

= Run X

=7 Typethe name of a program, folder, document, or Internet
. resource, and Windows will open it for you.

Open: | EEEEERED 3

0K Cancel Browse...

Click on View Button

Select Content Tab=» Certificate Button

Find the present certificate into the token and Select it.

Certificate Dialog Box is Opened.
Click on Details Tab and find the field Subject Alternative Name

On click on that field you will find the registered email id into the Digital Signature Certificate.



’ General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.
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5 Clear SSL state Certificates Publishers
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Error Code 13

Fdit Pronerties. .

Conv tn File...

Please check the internet connection. It is an issue with the connectivity between Client and Server System.

Check the connection with “telnet charteredinfo.com 8090”

Error Code 25

In Case token content more than one certificate

Press Windows Key + R from Keyboard or open the Run Prompt and Execute command certmgr.msc

Go to the Personal =» Certificate folder.

Leave only one certificate present into the token and select and cut (not delete) and paste it in other people
folder. Reopen the ePass Remote Unlock Client and Click on Generate Challenge Code button.




Open:

Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

| certmgr.ms

Browse...

Transmit APDU Failure

In case token SO/Admin Pin is changed or Token CSP version is 1.0

Error, unblock failed with PKCS#11 code:0x%08X!

RemotelnlockClient

Pt
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This Error is Indicate that SO Pin is changed or token Admin Pin is blocked and No recovery option is present.

Error, cannot connect to Server!

RemotelnlockClient

pod

Use the Different Internet connection or network.



